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1.0 Introduction

1.1 The U.S. Department of Homeland Security (DHS) Chemical Facility Anti-Terrorism Standards
(CFATS) are comprehensive risk-based security regulations intended to prevent the intentional
misuse of certain chemicals by sabotage, theft, diversion or direct attack. DHS has authority to
inspect facilities to enforce compliance with CFATS. DHS can impose civil penalties up to $25,000
per day and shut down facilities that fail to comply with the regulations.

1.1.1 CFATS requires a facility to submit a report, which is known as a Top-Screen, to DHS
after coming into possession of a Chemical of Interest (COI) at or above the
Screening Threshold Quantity (STQ). The facility has 60 days to complete and submit
the Top-Screen via a secure web portal known using the Chemical Security
Assessment Tool (CSAT).

1.1.2 Using the Top-Screen, DHS makes a preliminarily determination of whether a facility
presents a high level of security risk. Following the Department’s review of a facility’s
Top-Screen submission, the facility may be notified in writing that it is required to
complete and submit a CSAT Security Vulnerability Assessment (SVA). A facility that
receives such a letter is initially considered high-risk and preliminarily assigned to Tier
1, 2, 3, or 4. Unless specifically notified by the Department, the SVA must be
submitted within 90 days from the date of written notification.

1.1.3 If DHS determines that a facility presents a high level of security risk during the final
threat analysis, high-risk facilities have 120 days from the time of written notification to
complete and submit a CSAT Site Security Plan (SSP) or a DHS-approved Alternative
Security Program (ASP).

1.2 Purpose: The purpose of this program is to outline the requirements to facilitate the University’s
compliance with CFATS. This program is developed in accordance with the following DHS
regulations:

e 6 CFR Part 27, “Appendix to Chemical Facility Anti-Terrorism Standards; Final Rule”

e Public Law 113-254—Dec. 18, 2014, ‘Protecting and Securing Chemical Facilities From
Terrorist Act of 2014”

1.3 Scope: This program is applicable to all Ohio State University faculty, staff, students and contract
employees, who order, stock, ship, manufacture or use any of the over 300 chemicals listed in
Appendix A to Part 27, DHS Chemicals of Interest (COI).
2.0 Responsibilities
2.1 The Office of Environmental Health and Safety (EHS)

2.1.1 EHS is responsible for the oversight of the CFATS program and for ensuring the
University’s overall compliance with CFATS.

2.1.2 Ensure the CFATS Program is reviewed, maintained and updated.

2.1.3 Maintain the University’s electronic chemical inventory in the EHS Assistant Web
Based Chemical Inventory System (EHS Assist).
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214

2.15

2.16

2.1.7

2.1.8

2.1.9

2.1.10

Maintain an active list of facilities, departments and colleges possessing COI.

Provide training and program implementation assistance to all departments within
OSsu.

Maintain the Chemical-Terrorism Vulnerability Information (CVI) Authorized User list
and CVI Tracking Log.

Ensure that all DHS reporting deadlines are met.

If required, EHS will work with a high risk facility to develop and implement an
appropriate SSP or ASP based upon DHS’s Risk-Based Performance Standards
(RBPS).

Run and review monthly chemical security reports from EHS Assist.

Review monthly primary chemical vendor purchasing reports and quarterly random
vendor purchasing reports.

2.2 OSU Departments (Facilities Operations & Development (FOD); Athletics; OSU Medical Center
(OSUMC); Student Life; et al.) possessing COI are responsible for implementing and ensuring the
compliance of the CFATS Program within their facilities.

2.3 Supervisors/Principle Investigators (PI)

2.3.1.1 Provide CFATS training to employees involved with COIl as part of their job
duties.

2.3.1.2 Submit and maintain an up-to-date chemical inventory within EHS Assist. At a
minimum, inventories must be submitted annually, however, any changes to
COI must be made within 30 days of the receipt of the chemical.

2.3.1.3 New OSU faculty and staff should contact EHS at (614) 292-1284 to obtain a
username and password to gain access to the EHS Assist chemical inventory
system. An instruction manual is available on the EHS Assist login page:

https://ehsa.osu.edu/ehsa/ehsawebisapi.dil/Qipmlhu011i8u814c073h1pxd46b/

2.3.1.4 Be aware of what COI are in your possession.

2.3.1.5 Ensure that facilities possessing COIl are locked and secured when
unattended.

2.3.1.6 Ensure that strangers or authorized visitors do not have unfettered access to
COlL.

2.3.1.7 Protect and safeguard CVI from inappropriate disclosure. If required, obtain
CVI clearance by completing the DHS CVI Authorized User Training:
https://www.dhs.gov/cvi-authorized-user-training

2.3.1.8 If determined to be a high risk facility, follow all security procedures as set
forth within the facility’s SSP or ASP.


https://ehsa.osu.edu/ehsa/ehsawebisapi.dll/0ipmlhu011i8u814c073h1pxd46b/
https://www.dhs.gov/cvi-authorized-user-training
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3.0 Abbreviations and Terms
ACG — A Commercial Grade
APA — A Placarded Amount
ASP — Alternate Security Plan
CAS — Chemical Abstract Service
CFATS — Chemical Facility Anti-Terrorism Standards
CFR — Code of Federal Regulations
COlI — Chemical of Interest
Covered Facility — A facility to be determined to be high risk and regulated by CFATS
Covered Person — A covered person is anyone who has a need to know or any person who
otherwise receives or gains access to information that they know (or reasonably should know) is
CVI. This includes persons who either inadvertently receive or are given access to CVI; or obtain
or gain access to CVI under exigent or emergency circumstances.
CUM-100g — Cumulative STQ of 100 grams for designated chemical weapons
CW/CWP — Chemical Weapons/Chemical Weapons Precursor
CWC — Chemical Weapons Convention
CSAT — Chemical Security Assessment Tool
CVI — Chemical-Terrorism Vulnerability Information
DHS — Department of Homeland Security
DOT - Department of Transportation
EHS Assist — EHS Assistant Web Based Chemical Inventory System
EXP — Explosives
Facility Security Coordinator — The individual responsible for ensuring a facility complies with
CFATS, including the implementation of security measures as detailed in the facility’s Site Security
Plan (SSP) or Alternate Security Program (ASP). This individual must control access to restricted
COl areas, and may only issue access to individuals who have successfully completed entry
requirements for COI access.
IED/IEDP — Improvised Explosive Device/Improvised Explosive Device Precursor

LNG - Liquefied Natural Gas

RBPS — Risk Based Performance Standards
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RMP — EPA’s Risk Management Program (40 CFR Part 68)
SSP — Site Security Plan
STQ — Screening Threshold Quantity
SVA — Security Vulnerability Assessment
WME — Weapon of Mass Effect
4.0 Chemical-Terrorism Vulnerability Information

4.1 The following information, whether transmitted verbally, electronically, or in written form, shall
constitute CVI:

»  Security Vulnerability Assessments under §27.215

* Completed and partially completed Site Security Plans (SSP) §27.225

* Documents relating to the DHS’s review and approval of Security Vulnerability Assessments
and SSPs, including Letters of Authorization, Letters of Approval, and responses thereto; written
notices; and other documents developed pursuant to §§27.240 or 27.245

+ Alternative Security Programs under §27.235

+ Documents relating to inspection or audits of a facility by DHS under §27.250

* Any records required to be created or retained by a covered facility under §27.255

»  Sensitive portions of orders, notices or letters under §27.300

* Information developed pursuant to §827.200 or 27.205 (such as the CSAT Top-Screen and
the determination by the Assistant Secretary that a chemical facility presents a high level of

security risk)

+ Other information developed for chemical facility security purposes that DHS determines is
similar to the information noted above

* Preliminary and final tier determination of a covered facility
» Derivative products developed from other CVI documents
4.2 Covered Person
4.2.1 A covered person is anyone who has a need to know or any person who otherwise
receives or gains access to information that they know (or reasonably should know) is
CVI. This includes persons who either inadvertently receive or are given access to

CVI; or obtain or gain access to CVI under exigent or emergency circumstances.

4.3 Emergency and Exigent Circumstances
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43.1

Emergency and exigent circumstances are defined by DHS as circumstances that
may include the existence of a threat to public health or public safety or other unique
circumstances that warrant immediate action to provide access to CVI.

4.4 Need to Know

44.1

DHS defines a need to know as the determination that a prospective recipient requires
access to specific CVI to perform or assist in a lawful or authorized function and has
specified that a person has a need to know CVI in each of the following
circumstances:

4.4.1.1 When the person requires access to specific CVI to carry out chemical facility
security activities approved, accepted, funded recommended, or directed by
DHS.

4.4.1.2 When the person needs the information to receive training to carry out
chemical facility security activities approved, accepted, funded,
recommended, or directed by DHS.

4.4.1.3 When the information is necessary for the person to supervise or otherwise
manage individuals carrying out chemical facility security activities approved,
accepted, funded, recommended, or directed by DHS.

4.4.1.4 When the person needs the information to provide technical or legal advice to
a covered person, who has a need to know the information, regarding
chemical facility security requirements of federal law.

4.4.1.5 When DHS determines access is required for administrative enforcement or in
judicial proceedings.

4.4.1.6 When a federal employee needs the information for performance of the
employee’s official duties.

4.4.1.7 When information is needed by a contractor acting in the performance of a
contract or grant with DHS.

4.4.1.8 Other persons that DHS has determined have a need to know CVI in a
particular circumstance.

4.5 Access to and Disclosure of CVI

45.1

CVI requirements apply to all covered persons. An individual cannot have access to
CVI unless the individual has a need to know CVI and is a CVI Authorized User.
Individuals must complete CVI training, which addresses how to protect information
submitted to DHS, and to whom and under what circumstances such information may
be disclosed. The DHS CVI training is accessible at https://www.dhs.gov/cvi-
authorized-user-training. After completing CVI Authorized User training, DHS must
designate the individual as a CVI Authorized User and issue a certificate. A copy of
the DHS CVI Authorized User certificate must be provided to John Sharpe (614-292-
1284), who serves as OSU’s CVI Point of Contact (POC) for approval before CVI may
be released to an individual. Each need to know will be assessed on a case-by-case
basis.
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4.5.2

Records containing CVI are not available for public inspection or copying. All persons
in possession of CVI shall take reasonable steps to confirm that any individual
seeking access to CVI is an Authorized User and has a need to know. Authorized
Users shall not openly display or freely reveal their CVI number.

4.6 Unauthorized CVI Release and Misuse

46.1

4.6.2

4.6.3

CVI cannot be released to any individual without a need to know, even if the individual
has completed CVI Authorized training. Except in exigent circumstances, an individual
cannot release information to an individual with a need to know when the individual
has not yet completed CVI Authorized training.

Persons shall promptly notify the CVI POC (614-292-1284) if they become aware of
any of the following: a person without a need to know has requested CVI, CVI has
been released to a person without a need to know, a person becomes aware of any
suspected or actual misuse of CVI, or suspicious or inappropriate attempts to gain
access to CVI. If any of these events occur, personnel shall promptly provide the CVI
POC with the following information: date of event; description of the event (e.g., who
was involved, what happened, where release of CVI took place); other relevant facts;
and any mitigation that has been implemented to respond to minimize the potential
impact of the CVI that has been disclosed. When required by CFATS, the CVI POC
will report occurrences to DHS (866-323-2957 or CSAT@dhs.gov ).

Unauthorized disclosure of CVI could result in an administrative compliance order or
civil penalties or other enforcement or corrective actions by DHS.

4.7 Disclosures due to Emergency or Exigent Circumstances

4.7.1

In the event that the university discloses or provides access to CVI to persons who
are not CVI Authorized Users due to an emergency or exigent circumstance; the
following information shall be reported as soon as practical (via phone @ 614-292-
1284) to the OSU CVI POC: date CVI was shared, who received the CVI, contact
information for the recipient, how CVI was provided to the recipient, reason for
emergency or exigent access/disclosure, and justification on need to know. As soon
as practicable, the CVI POC will report this information to the DHS chemical facility
security inspector or the CSAT Help Desk at 866-323-2957. Additionally, the CVI POC
will document this information in the CVI Tracking Log.

4.8 Disclosing CVI to State and Local Officials

48.1

There are times when disclosing CVI to state and local officials may be appropriate,
provided they have a need to know and are CVI Authorized Users. The Public Official
shall contact the DHS Chemical Inspector via Helpdesk (866-323-2957) or
CSAT@DHS.GOV . After DHS determines that a public official is a CVI Authorized
User with a need to know specific CVI, DHS will provide the individual with
documentation of their determination. The public official shall be referred to the CVI
POC to discuss how to share the necessary information in a non-CVI format or how to
share the CVI; access to CVI (e.g. on-site review of CVI documents); disclosure of
CVI (verbal communication of relevant CVI); redacted CVI document or summary
document of key information; and full and complete CVI product in the permanent
possession of Public Official. In the event of any disagreement between the facility
and the public official regarding the precise CVI to be disclosed or the method of
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disclosure, the CVI POC will refer the matter to DHS. While the university is not
required to notify DHS of proper disclosures of CVI to a public official, the CVI POC
will maintain a CVI Tracking Log.

4.9 Disclosing CVI to State Homeland Security Advisors and Non-DHS Federal Agencies

4.10

411

412

49.1

49.2

State Homeland Security Advisors (HSAs) shall request CVI about facilities directly
from DHS. DHS will provide CVI related to covered facilities to HSAs.

Federal agencies will be encouraged to seek CVI directly from DHS, so that DHS can
determine whether the individual is an Authorized User and has a need to know.
However, in the event that a non-DHS federal agency requests access to CVI, the CVI
POC will make the determination whether access will be in accordance with CFATSs.
If disclosure is warranted, the CVI POC will notify DHS of the disclosure after the fact.

CVI Handling Procedures

4.10.1

All persons shall take reasonable steps to safeguard CVI in their possession.

Storage of CVI

411.1

411.2

The workspace where CVI is stored typically should have controls to limit access
(e.g., keys, key cards, badges, swipe cards) to prevent unauthorized access by
members of the public, visitors, or other persons without a need to know. When
unattended, materials containing CVI must, at a minimum, be stored in a secure
container. Examples of such containers may include a safe, locked file cabinet,
locked desk drawer, locked overhead storage compartment such as a systems
furniture credenza, or similar locked compartment.

IT and AIS systems used to handle, store, or transmit materials containing CVI must
have operational and technical controls in place to ensure that only Authorized Users
with a need to know can access such materials and to prevent loss or theft of CVI.
The CVI POC must pre-approve use of these systems prior to use for handling,
storage or transmission of CVI. Computer systems shall provide appropriate marking
and warnings (see 8§ 3.2). Computers and other media used to handle, store, or
transmit materials containing CVI shall be stored and protected to prevent
unauthorized access and disclosure.

Marking Materials Containing CVI

412.1

412.2

412.3

Regardless of form (e.g., written verbal, electronic, or digital), all CVI, including any
copies of materials derived from CVI, must be marked so that individuals are aware of
its sensitivity and protection requirements. Required markings shall remain with the
document permanently.

The protective marking is: Chemical-terrorism Vulnerability Information

The distribution limitation statement is: WARNING: This record contains Chemical-
terrorism Vulnerability Information controlled by 6 CFR 27.400. Do not disclose
to persons without a “need to know” in accordance with 6 CFR § 27.400(e).
Unauthorized release may result in civil penalties or other action. In any
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413

412.4

4.12.5

4.12.6

4127

4.12.8

administrative or judicial proceeding, this information shall be treated as
classified information in accordance with 6 CFR 88 27.400(h) and (i).

For paper copies, the top of all CVI documents must be conspicuously marked with
the protective marking. All CVI documents must have the distribution limitation
statement on the bottom of the outside of any front and back cover, including a binder
cover or folder (if applicable); any title page; and each page of the document. When
transmitting CVI, an appropriate cover sheet shall be placed on the front and back of
the transmittal letter, report or document to prevent unauthorized or inadvertent
disclosure.

Non-paper records that contain CVI, including videotape recordings, audio recordings
and electronic and magnetic records must be marked with the protective marking and
the distribution limitation statement such that the viewer or listener is reasonably likely
to see or hear them when obtaining access to the contents.

Electronic CVI should have an electronic watermark or banner stating the CVI is being
displayed. All electronic storage devices (e.g., external hard drives or thumb drives)
that contain CVI shall be marked with the protective marking. The protective marking
and distribution limitation statement should also be applied to each side of the disk
and the disk sleeve/jacket, on the non-optical side of the CD-ROM and both sides of
the CD-ROM case. If the electronic/magnetic text has a soundtrack, audible warnings
that describe the protective marking and distribution limitation statement should, if
possible be included in the introduction and at the end of the text. If CVI or material
containing CVI cannot be marked directly, the cases or containers in which the CVI is
stored (e.g., CD cases) should include the protective marking and distribution
limitation statement.

If the information is presented electronically, this information shall be displayed in a
manner obvious to the reader of the information. When CVI is included in a classified
product, the CVI Cover Sheet is placed immediately behind the classified Cover
Sheet.

If any person receives a record or verbal transmission containing CVI that is not
marked as required, this person must mark the record in accordance with CFATS;
inform the sender that the record must be marked; and for verbal transmissions, make
reasonable efforts to memorize the information and inform the speaker that the
information warrants CVI protection.

Transmission of Hard Copies

413.1

A return receipt or other tracking process shall be used when transmitting CVI using
the U.S. Postal Service. Commercial delivery services shall provide a tracking
mechanism that documents the departure and receipt of the package containing CVI.
CVI shall have an appropriate inner cover or envelope that should be place in an
opaque, unmarked envelope. The CVI cover page may serve as the inner envelope.
The outer envelope shall be marked with the complete name and address of the
intended recipient, who must be an Authorized User with a need to know. The
envelope should include a notation that if the intended recipient is not at the specified
address, the package shall not be forwarded to another address and must be returned
to the sender. The outer envelope should not identify the contents as CVI.
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4.13.2 CVI cannot be transmitted via inter-office mail at the university.
4.14  CVIin Transit

4.14.1 CVI must be safeguarded when in transit or in use at a temporary work location. The
following are examples of appropriate safeguards:

4.14.1.1.1 Remain under the control of the authorized person at all times;

4.14.1.1.2 Be placed in an opaque envelope and sealed; CVI should not be
viewed or displayed where people without a need to know may
view the information; and

4.14.1.1.3 Be locked in the trunk when traveling by car and when the
authorized person is away from the vehicle

4.15 Transmittal via Facsimile

4.15.1 CVI may be sent via non-secure fax, although use of a secure fax machine is
encouraged. Consistent with 6 CFR 88 27.400 (d)-(e), when a non-secure fax is
used, the sender should:

4.15.1.1.1 Confirm that the person receiving the CVI at the other end is an
Authorized User with a need to know.

4.15.1.1.2 Coordinate with the recipient to ensure the facsimile number of
the recipient is current and valid.

4.15.1.1.3 Contact the recipient to ensure that the materials faxed will not be
left unattended.

4.15.1.1.4 Use a cover sheet for the transmitted information that clearly
identifies the sender’s name, and telephone number and contains
a warning that if the message is received by other than the
intended recipient, the individual receiving the message should
immediately contact the sender for disposition instructions.

4.15.1.1.5 Ensure that the CVI is properly marked in accordance with §3.2.
4.16  Transmittal via E-mail

4.16.1 CVI may be transmitted via email, provided that the transmission is consistent with 6
CFR 88 27.400 (d) — (e). The following are examples of steps that if taken would be
consistent with the regulations:

4.16.1.1.1 CVI transmitted via email should be protected by encryption or
transmitted within secure communications systems. Where this is
impractical or unavailable, CVI may be transmitted over non-
secured email accounts as a properly marked, encrypted
attachment (e.g., PK Zip or WinZip) or as a properly marked,
password-protected attachment with the password provided in a
separate transmission.
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4.16.1.1.2 2. Due to inherent vulnerabilities, materials containing CVI
should not be sent to personal email account such as Hotmail or
Gmail.

417  Telephone and Verbal Communications

4.17.1 If telephone communications are necessary, CVI should be discussed over a secure
telephone unit or secure telephone equipment when available and practical. Due to
the risk of interception and monitoring, avoid use of cellular or cordless telephones
unless the circumstances are exigent or transmissions are coded. When deemed
necessary, the caller must take reasonable steps to ensure that the person to whom
they are communicating the CVI is an Authorized User with a need to know.

4.17.2 Moreover, when communicating CVI verbally, the individual providing the information
should inform the receiving individual that the information is designated as CVI and
subject to protection. Any record that may result from such a verbal conversation that
contains CVI should be appropriately marked as CVI.

5.0 Shipping and Receiving of Chemicals of Interest at or Above Screening Threshold Quantity

5.1 Due to the need to provide additional safeguards for the shipment of COI at or above STQ, it is
recommended that COI be shipped only when absolutely necessary. COI that fall under a
hazardous material classification must be shipped in accordance with 49 CFR Department of
Transportation Hazardous Materials Regulations. Requirements include without limitation
appropriate training, as well as classifying materials, packaging, labeling, marking, as well as
preparing and maintaining copies of shipping papers.

5.2 COIl at or above STQ must be safeguarded at all times and must never be left unsecured.
Authorized COI Users are responsible for safeguarding COI from the time of receipt until the time
that the COl is used, disposed of, or shipped to another location.

5.3 When shipping or transferring COIl at or above STQ to OSU faculty and staff, personnel must
ensure that COI are only shipped or transferred to Authorized COI Users. Contact EHS Chemical
Security (614-292-1284) to verify that the receiving individual is an Authorized COI User. It is not
necessary to verify this information when COl is disposed of as hazardous waste through the EHS
hazardous waste program.

5.4 Any time a facility receives, ships, disposes or transfers a COIl it must update its inventory to
reflect the addition or subtraction within 30 days of the action. When transferring COI to another
location at the university, inventory must be updated to reflect the new location of the COI.
Research laboratories must update inventories using EHS Assistant. Non-research facilities at the
university may either use EHS Assistant to maintain an up-to-date chemical inventory or may
notify EHS Chemical Security (614-292-1284) of chemical inventory changes.

5.5 When shipping or transferring COI at or above STQ to a hon-OSU faculty or staff; the shipper is
responsible for verifying that recipient intends to use and possess the COI for legitimate business
purposes. The shipper should advise the recipient that they may be subject to DHS CFATS
requirements.

5.6 When receiving a COI shipment, thoroughly inspect the shipment before signing the Delivery
Receipt (DR). Do not accept any leaking or damaged shipments.
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6.0 Reporting and Responding to Suspicious Persons, Activities and Security Incidents

6.1 When an Ohio State University facility possesses COIl at or above the STQ and has been
determined by DHS to be a high risk chemical facility; facility personnel shall report security
incidents, as well as suspicious persons and activities to the Facility Security Coordinator.
Suspicious persons are generally not known to facility staff and generally have no means of
identification or credentials. A suspicious person or activity may include without limitation a person
who does not work at the facility who has no valid reason for being in a COI restricted area,
someone asking questions regarding COI, person observed taking photos/ casing the facility, or
an employee exhibiting suspicious behavior that is outlined in Table 1. It is important for
personnel to maintain a continued awareness of ongoing activities within university facilities that
possess COIl =2 STQ.

6.1.1

6.1.2

6.1.3

When feasible, facility personnel should challenge a suspicious person and /or activity
(e.g., inquire whether an unrecognized individual needs assistance). Personnel shall
notify OSUPD at (614) 292-2121 and the Facility Security Coordinator if they observe
suspicious persons and/or activities pertaining to COIl. In instances where personnel
sense there is an imminent threat of harm or danger, they need to dial 911 from a
campus phone, (614) 292-2525 from a cell phone or use an emergency call box.
Personnel should attempt to secure COI to prevent unauthorized use, theft, or
sabotage. OSUPD will investigate reports of security incidents, suspicious persons
and/or activities. After investigating the report, OSUPD and/or the Facility Security
Coordinator will implement procedures that they deem appropriate for the
circumstances. The Facility Security Coordinator shall provide EHS Chemical
Security (@ 614-292-1284) with a report of findings of the investigation.

Facility personnel are encouraged to report suspicious activities or behaviors
displayed by Authorized COI Users to the Facility Security Coordinator. The Facility
Security Coordinator should be advised of information concerning personnel with
access to COIl = STQ, which indicates such access, may be questionable or may not
be in the best interest of the institution. Examples of the types of information that
should be reported to the Facility Security Coordinator include, without limitation,
criminal activities, bizarre or notoriously disgraceful conduct, failure to comply with
security policies and procedures, treatment for mental disorders, habitual use of
intoxicants, use of illegal controlled substances, delinquent debt or recurring financial
difficulties, and reprimands pertaining to an individual’s behavior or judgment that
raise concern over an individual’s trustworthiness or reliability. Examples for potential
basis of suspicion are included in Table 1. It is important for personnel to dispel the
notion that peer-reporting is “snitching” and recognize that most inappropriate
behavior is the temporary result of personal matters, e.g., illness or death of a loved
one or a divorce, that can be addressed by leadership in a fair and private manner to
mitigate associated risks. The Facility Security Coordinator will promptly investigate
the report and will take steps necessary to ensure that the individual does not present
a security risk. The Facility Security Coordinator will implement procedures deemed
appropriate based upon the circumstances of the situation. The Facility Security
Coordinator should report these incidents to EHS Chemical Security. When
appropriate, EHS will facilitate the Facility Security Coordinator with consultation of
appropriate entities (OSU Public Safety, etc.) to assess reported information and
make appropriate determination.

Authorized COI users should notify the Facility Security Coordinator if co-workers or
other persons ask repeated questions regarding COI, have a interest in COIl and don’t
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6.14

6.1.5

work around COI on a regular basis, person(s) observed taking photos or “casing” the
facility.

The Facility Security Coordinator shall notify EHS of security or cyber security
incidents (e.g., attempts to break into the facility, attempts to disrupt or affect the
operations of the cyber system, etc.). The Senior Director of EHS will notify DHS of
significant security incidents. Examples of significant security incidents include without
limitation:

6.1.4.1 A breach or attempted breach of either the facility’s restricted area perimeter
or a critical asset’s restricted area perimeter.

6.1.4.2 An attempted or successful bypass of any access control point.

6.1.4.3 An incident nearby or against the facility that requires the facility to implement
additional security measures, activate procedures, or respond with intent of
stopping an actual threat.

6.1.4.4 An inventory control issue, theft, diversion, or tampering with any chemical of
interest or other dangerous chemical.

6.1.4.5 An act of tampering, with malicious intent, to cause undesirable
consequences through the act itself.

6.1.4.6 An incident that affects the operations of critical cyber assets, including any IT
equipment that is used to provide security for the facility or to manage
processes involving chemicals of interest or critical assets of the facility.

When challenges of persons or activities, which appear suspicious, reveal a valid
reason for an individual to be near a restricted area (e.g., visitors touring campus,
students skateboarding in parking lot); facility personnel would not need to notify
OSUPD. If facility personnel observe someone performing surveillance on the facility,
they need to notify OSUPD and the Facility Security Coordinator. If the Facility
Security Coordinator is uncertain or has questions about whether an incident should
be reported, the Facility Security Coordinator should notify OSUPD and EHS
Chemical Security.
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Table 1: Basis for reasonable suspicion may include without limitation:

Work patterns:

Inconsistency in quality of work

High/low periods of productivity

Poor judgment/more mistakes than usual
and general carelessness

Lapses in concentration

Difficulty in recalling instructions
Difficulty in remembering own mistakes
Using more time to complete work/missing
deadlines

Increased difficulty in handling complex
situations

Difficulty in sorting our priority items from
nonessential ones

Increased personal phone calls

Taking needless risks

Disregard for the safety of others

Higher than average accident rate on the
job

Absenteeism:

Acceleration of absenteeism and tardiness,
especially Mondays, Fridays, before and
after holidays

Frequent unreported absences, later
explained as “emergencies”

Unusual or questionable excuses for
absences

Unusually high incidence of colds, flu,
upset stomach, headaches

Frequent use of unscheduled vacation time
Leaving work area more than necessary
(e.g., too frequent trips to water fountain or
restroom)

Unexplained disappearance from the job
Frequently requesting to leave work early
for various reasons

Physical signs or conditions:

Weariness, exhaustion

Unusual untidiness

Yawning excessively

Blank stare

Slurred speech

Sleepiness (nodding)

Unsteady walk

Sunglasses at work in inappropriate times
Unusual effort to cover arms

Changes in appearance after lunch or a
break

Emotional signs:

Appears to be depressed or extremely
anxious all the time

Irritable

Suspicious behavior

Complains about others

Emotional unsteadiness (e.g., outbursts or
crying)

Mood changes after lunch or a break
Withdrawn or improperly talkative
Argumentative

Has exaggerated sense of self-importance
Displays violent behavior

Avoids talking with supervisor regarding
work issues

Relationships with others on the job:

Overreaction to real or imagined criticism
Avoiding and withdrawing from peers
Complaints from fellow employees

Complaints of difficulties at home, such as separation, divorce, and child discipline problems

Persistent job transfer requests

Frequent non-work-related visits by strangers or from employees from other work areas

Refusal to accept authority

Unauthorized meetings with employees in remote work areas




Page 16

[eoueisgns pappe Jeyio Aue
4O UCISN|IX8 84) C) 'UOGJED SE
pajEInaes sousysgns muebio

Aue Bujpnjou ‘seguEisgns
|grsnguiod jusiad Z'Q uey)

Appendix A: Appendix A to Part 27: DHS Chemicals of Interest

, 188Iequ| Jo s{esteyd SHA — 'LZ Wed o} i Xipueddy

ooy | oov | ooo's | oov | Z-zs-revn 260w Y] ‘segu E_.,_“_EE.q
(E
X 00002 | 00'0Z | L-irv9GL IO 907 "U02) ETUOLLILLRY|
kS o000k | 00°L | Livvess [EncipAyue] Brucwiy|
X Ydy | 20V B-EL-E5808 apigdscud wWhlnpy]
X vdv | 907 0-0L-Gbid SNOJPALUE "@plIOJUD WNULUNTY|
X Ydy | 9aY BTl ENOIPAYUE ‘BPIUOIG WNURLLNYY]
001 2y T4 | JEpa0d | WRLILLN |
X wdy | DI 6-LE=L0L Pa)|IQEIs BUBRSTIOIIEAY]
QOO0 ) O0L | E-Li-i0L [uwe-| -uadid- BUILLE Y
000°GE | 00k 8 L-L0k [po=1-uBdaig-z] YO Y
¥ o000k | 00°L | g-eg-ia [BpUoyD |AotRnalE- BOLCIYD 1A
X 0000k | 00F | =20k —_[epueuadoidg EE LT
opo's | oo’k g=Z0-L01L aSpAyapey 10 [jeraao)d- Ul 0y
0000 | 00 Z-EEFL E Sla|A]acy]
x Wdy | Dov g-Z0-L05 SpIpal LEEET
X Wdy | 907 5ELGL BRUi (l9eay]
x Yy | DoV L=06~505 BpLIcIY a0y
razngEs|
X Ydy | 0¥ G EEGL ‘uuphuousis sLSEny
oo0oL | 0oL TR apAyepElaly|
ABRAE H
z
BRHHERE 1t m ]
i Tl m. w m_ : 55| § m #(sva) oo
m = BIAIOT 102
m m g 4 w 3| 2 23 - w g | woensqy wihuouks 150J83U] JO SIEIWBYD
m m g § m m 28 W |- w feaqweyD
§l15]7| |5 [°s8| 8|88
| |z 2
oBnoqes youL oSERI0Y



Page 17

¥ 00004 | 004 | zei-g8G [FOMONpLIOWCIG eUs =] Al igalonpLoWoE]
% Wdv |y | oF | 009 Ehi-igll apuong) n_._eam
Wdy | 90 Z-0E-6RLL SpuonyEjuad suLuolg
% ot | .98 L"L-EOBEL SPUOJY2 SURLDIG
X i T AUILLDIE
FvL Thib) sEpe Aygeu gy
X oo0'st | oot | vzeese Hisuewsw) sigdxe] oionyu ‘uoiegl]  punediwes spuonyu) uoiog
% x o Juegz|ooos | oo | Es0-ie9s [ouonyw “sueicg BPUOMYLE UoJOF
% x Sr  |0.¥8] 0005 | 00 |5Fe-vecal ~[oioie suEicy BpUCIYIN Uoiog
x wdy | DOV G LEEL EE-PRZ0L BPILIGKL) UoIog
auedosd
¥ BOOL WND Z-0L-50BED U (I AR U0 - Z)SIE-E |
Uy
% BooL N FE-BSETEL U-[eayndupanioiy-zlsig o'y
Jaie A ypELnoi) AypEooy
% Eool WNa 086689 -Zlsig
X BooL W FEL-BORES SUBLIIW| O AR 00| o2 J5IH
BUEING
¥ BooL Wno I -CE-209ThL -u-(oyfeooe-Zheg-F' |
¥ X D0r_J90v | 000S | oov | l-B5-CiEal Bp|ZE WNiER
¥ X GL 1490 | 000L | DOL | bErrall BU}
b s ¢ Joooejoooct § o0l § i-FE-eEll [Spuojya)y snonasiy]| PO HUS5)
Wdv | oov EOLEBLL apionyejuad Auowiiy}
Wdy | 9ov 2-2.-101 SUBHS0I0| DAL
X % 0oF_ | 2ov | 0005 | oov | evi-lEL yeJ2(d wnjuaLy]
" % 00F | DOV | 000G | DoV | a6l SiEoUpI=d WNIUOWLY,
[imEesE 10 uabau]
$%£2 4o uojanussuss uabonul|
X pooz Jooee E-Z5-rara P08 'SjENIU LN |UOLILLY
£1 £ | g
ARk f il e m ]
mﬂ _w i ) m g g Mw g w. w. # (svo) o)
| = asjaleg o)
3 m m 4 mwm._ m H w s m m_ 3 | weasay wikuouls 188U81U] JO SIED|WIBYD
m g m 28 28 fEojLeyD
R} & ..Wﬂ = m. =]
§ & & g
S m ES &
anss| Qipnoes sBEIoqEs WouL vseopy

" 188.8)U| JO S|E3|WeYD SHA - 'LZ HEd O3 ¥ X|pusddy



Page 18

] op00r | o0 | Z-e6-i5s [-oioya-g_euedold-|, BUefdnd0I0ND T
£ 0000k | 00 | oie065 [oiopy-) euedoig-| euafaodoIsg 1
P 0005 | o0t | Z-0E-i0k [omsiuoioD aueya W | FLELIDI0 YD
X 000°L | o0 b L-BE-EES [T-ousyalsgfine “sueya E LT )
i ODOOZ | 0O F | e-9gig [-CIGqyaL] SUBLIap WI0I0gD
apiynsAyiew|
¥ BoolL Wno §-8.-G782 ~CUCIYIALBoIOIY ST
X vy | 90Y G084 BEUCIUD PI99E0I0D
X 5F | .66 Z-LE-0BLL SpLanyL] S00ads
X gL | 0% ECoLEGEL SO EjUad aUyD
] 0000k | 00F | hZ-r6id [eppo EE__._U# SPNOUDL BULOIYD
W W | wdY |oov 000°L | 00°L | rroaroal [(ERR I ECENTE ) SpMOIp BULOYD
% " O0% | 406 J00sc | o0k | 50528LL SULOYD
X 0os  jlees 1-85-£8F BpYINS AUCGIED
¥ S J00zk ¥05E5E apuony |RUCqIED
[epyins [Fuogues]
¥ 000'0L | 00L | L-BSESP {s00) spyins spe voge]| _Bpinsixo USqED
x OOO'DE | o0k | 0-GLad SpUinGIp Uogies
X Wy | 90 E-BB-G0EL apaydsoyd WnEyeD
% wdy | 9oY F0E-Z 1501 [enuopap wnie SYINE0IPAY WNEHED
¥ wdy | 90v OB LZ5L BUES 00| OuNInE
® [T T (3] su=ng-z]| SLEN-aUang-Z |
¥ 0000k | 00 | b-21-06% sp-susing-z)
X oonor | o0k | Ze0-i0b auang-z
® 0000k | 00k | &-86-001 Susng-|
X ooooL | ook JE-iei8LsE #Usg|
% 0000k | 00 | e-16-501 0T
b1 0000k | O0'F | O-66-80L DUPEING-E |
£ £
7 5 W 5 m
ARHHHERIHE B
) w. D m g g |1155| ¢ m #(sv2)
m : PIE[r]| & 7| s m g g |3 F| & soANOS whuoudg lioo)
m m. 3 & 5 Jornsqy 1seua| JO SIEIWLYD
|7 38|51 22 3 i
% H & m 2 m 2 3
8 &z
& # E.
snss| Qjpnoes sBeoqvs | weul esE8|oy

_18819)u] JO S[EIWEYD SHA — 'L Hed O} ¥ X|pueddy



Page 19

oy euepecuue]  jojpsUege|ouneidoidosap
X ZZ__|000E B-/0-ZVBG -{e1eq)-iidoudos)p-N'N “ZFN'N
¥ ZZ  |o0oE O-F5-BAFL
X 22 J000E 0-L¥GLLGL
W w Qo 50% | 000'S 0% L Z-E68
liAuredounueiypap)
¥ ZZ  |oo0g G-ES-g _-zks Huisa-o'o
X wdv | 2ov GEGEELE aUe|som0|ypfyesg
X 22 |o0og E-8E-004
X .S o |ivoLJoon'on | ool | o-86-GOLy T-ciopyap .Es_w__
% % 5 97 foosz | oo [i-Giezsl
X % oor  J9ov | 000 | OV | oLE-id
X BooL Wno £-86-0L3 SpUCnYIp Auoydsoyd u_,.sm__.__#
% ooo'ok | 00'L GGl
¥ Ydy |90y ¥ZL-86 Um BUEISDJOIYIYAREY DA
X [T I R (o0 weUExSUoRA sujLE xegopio]
W X Gl Z9Z JooooL | oot | #ii-605 BpLGILT USDoLUE:
% X ¢ JLoLeo000L] 00L | S6L-09F usbouehs
® 00001 | 00'L | EtlEZ) -[3] SpAqapELoI)
X ooooL | oo'r | e-0e0lLE FELTEEE ]
W wdy | 90 ELELiBF] EPUD|UORND WNFWLCIYD)
X ¥d¥y | 20vY G#E06LL PIOE UOJIRSIGID
[seppo|Eouoydsoydiiga
X BooL Wna §-L5-00L ihooeuld-o] BSOS
[eiepuojysoudydsoydiiyiaiy
¥ BooL wWna LUyl [hdaudos|-a] ULESIOIYD)
| f
El =
£l |5 Bl H m Hl
g HHH
! w Ak w £ m wm m w w #(sva) oo
I m - eojnieg 03
3 m m g 4 mm_ mw mw S | wensay uikuoulg 1501030 JO SIEDIIBYD
AL & i mm c [EHWeYD
INENHHE IR L
o .lll.“ -—
# m E ¥
anss| QUNoes oBEI0qes WL ]

188i83u] JO S[EO1WIBYD SHA - ‘L2 HEed 0} ¥ X|pusddy



Page 20

anss| Gunoes

WeuL

BERa|Ey

X ooo'oL | ook 18054 llojgaueya ugjdesis fya)
% coooL | ool | isEm [s0fx0-17L BuByig ENEYLTE
¥ coo'oL | 00k | E00EL [-osopyo "euel;3 SEUTYR [AE|
W goo'ol | ook | so00-i01 Taufyng-| aualaae |fpg
X o000k | ook | o-FEFs AUEL3
¥ DOD0Z | 00'L | B-68-B01 [-IF0yBLUCIGIS] SUBKXDY IR |
I Yy | D0% CiFEb BUB||S 00| YISO
X zz |oooe E-85-LBR0F
X ZZ |oooE B-50-ZPES
X X D0y | 90V | 000G | 90% | LELMEL [euwefusydipoieexsH]
X W or | oov | ooo's | oow | e-eo-ilgd
X Wdv_| 9% 008
X ® 0o | 2ov | ooos | ©9v | B-kELS [CIETCEY N ]
X X 00r_| 90 | 0005 | 90w [Z-85-05852 feusydoRuIg
% g |ose gzl w50k Spiodia) UsBonug)
X X por [ 20w | 000G | ©0v | E-P0-0LEGE lanoasjBouy g neuig
X ooo'oL | 00k | L-2gEdv HAgswp-z'Z _o_.__mn_o._m“_ sUedaIdfpAWIa-C Z|
| EEIE R SPUOITIP
¥ 2z |o0oe oLl EEEEE;&%&J— piwecydsoyd |fyseng-N'N
o X Ydvy | 90% DOOOL | 00k | G8iSL [ ISUIpCIOIISHP auE||S BUE(|S0.O LIRS W]
opeuELeiouwe sl
X zz  |oooe L-20-80} =Z)=N'N
¥ 0000k | 001 | EOFwEl [fyel-N euieueam L]
¥ oooak | 00k | Lvh-ig [-iFeip-1 7| SuRERpTH Buze] WLt
BRUCIYIIR Jpiweudsoy
X 2z joooe L-0B-B0EEE phdaudos)g-N'N
X 0000L} 001 | 9757 Toiongip-| | suewall BUBSCIONEG
5| £ | &
elolalilEel 1 (e8] € (E
1 w | M | w w m. Ww m w g | #lsval
m | 2l = .m 7 m oojnreg —— lioa)
m = mm w wensqy yS010u] JO S{EOQWIOYD
2 m m. W 2 W .m m. [E2nueyD
w H ¢ “s§ mw.m 3
# E s
sbejoqes

, 188403U| JO S{ESjWeYD SHA — LT Hed 91 ¥ X|puaddy



Page 21

[auue wen) _
X % oor  |oav ] 000's | Dov | 0-bileez -susjfipewegaof o] XH
wdy | 9ov 58825 __ R ENLEET
X X 00F _ |92v | 000S § 90v | rIe-ifl [popoaH BPCERH
X X Q0  §20% | 0005 | DO §0-E2-2900Z e e T
¥ S LOGL T-GL-PEa BUDIEIE0ION|EXEH
saumxw sef passauduwsan
¥ oo Jiees tr85-490 pue ajeydsoydena) [ieexap
— u.__umﬂ:—
auspfuenBou|wesou
X = 0oF | S0 | 0008 | DOV Jueng)
X gl LT GrEG-EELL SPUONYELE] WNUEWISE)
x ¥ EL0E C-go-Tell SUBLLISEY
.4 Q000 | 00k E-00-0L L UEIN S
X 0o0'sE ] ook 0-00-05 | UoHNE0s| BpASapIEWIC
Wy | S0 LoLZ=BRLL PIZE HUG)INS0s0n|4
X X Sl b O0OL § 00 | FiFEELl el il = |
Wdv | 90y B hEGLL SUE|ISCUUIALLT)
BPUCIYIIR
¥ 2z Jooce L-EF-£65 aenyiowoydsoudiua|
E ooooL ) ool | t9c-iGl [BapI
Ed Qr0 02y o0k G140k [BupuRpaURYlg-Z |
x Q001 | o0’k B=12-GL [Lny
x 000'0L ] 00k b=GEtd | CIEE]
X Qg2 jodoe A-I8-6EL _
% Qoo'oL ) ool LP0-5L | E =T
® BodL NN O-86-E5L .h
X ooo'oL | ool SS56-6801 =58 [Ayle PIOB SNORIN
RN AHIHE
) N _w h L m mw m wwm g Ww m. #(svo) 100
I ] [ LIENT -
m m W g 4 mm_ $ (382|128 |57 Joensqy whuoudg 1864030} JO SEAWIYD
m 2 m m - m 2 [eajweyy
dENHHEER IR H
&=
# m E. #
anas| Taunoeg Beioges | weul (L

, 1seaqu| jo SjEdjweys SHAO - "LZ Ued M Y x|puaddy



Page 22

]
=l

Wyl

00001 G-BGd [Figew-z susipeIng-¢ 1. suBidos]|
00001 L EL [-igisurg suEng suRuRdog|
00002 0-28-8. [Ayeu-Z Bjgueuedolg jLjucufngos||
ool §-HE-54 SUENGOE|
5
0000l oreorel | -s8.) (s{on) a4) Huogie uo)] -AuoqEsEIUed ‘U
Wdy TEEEELL apuonjElad auipo|
¥ o |erezfoo0ol Fa0-EaLL E e
X 51| 200 Joooor G-IDEBLL apius|es uabopiy|
(345E 1523| 12 0 uoHenUadwoT)
oor  |oose bpE-ZELL epucusd usBoupiy
¥ 00 |EE9E Z-5E-FEDOL SNOIPALUE "BD|p0| UeboipiH
X SF _ |escor] 000k £-6E-FE0L Tencupdue] spucn|) UsBoipiH
X gl 9 g-06-t. |FEEED H apiuEso UeboIpFH|
X 005 | 90w | 0005 0-L0-L Pl {snoupfyue) apuojyD _._wmp__u_.“:—
u 005 JEESE 0 L-GE00L (snospAyue) apnucsg usBoupdy
0000l Ot LEEEL uaboupliy
TR
000°L £-BE-FO0L 10 905 2UCY) PIOE JUONPoUpAH
FiEE g06FL Fioe SIIETICIpAH|
Tejeall 10|
000's 010~ YR OUCS) PIoE SuojyscIpAY
00001 Z-L0-ZoE BUZRIPAH]
X B0l WNo [ LAl To-pIEENL UabonY) ENH
X o0l Wno TGL 15 [z-piEisnil UsBaRiu] ZNH
X B00L WnNo & L0-BES TL-paeisnw uebonau) LNH]
| £ | B
1R HHIE
HAPRHHERIEE R :
| 4k m. g g lis # (5v2)
m 71| 8 = m B3 El —— whuouls l0o)
= m c m. yRnsgy 1saJElU] JO BEI[WAYSD
AE mmm mmmmmwm ——
3 5 g = m 2
: ilZ°| & g
# #

, IseuBqu| jo S{EDJWeYD SHO - "LZ Wed M1 Y x|pueddy



Page 23

X o000k | 00 | E-vE-20u [3m1s8 gap proe aluuo EwLe) |Aap]
% OC00L] 00 | oroLgLl [-s10/x0 "auEL) ETENRTET
—Eﬁmm.
¥ 0000k oo | 1-EZ-BL e ‘pIoE Jipuolyauoge)
u [T g=lgerd [~ ey BRUTIMD (AL
Ed 0000k | 00°L | L-SFEES BURING- L PEn-T
% O000L] 00 | 2-orcos BUBING- L AET,
X ooo'oL § oot gZatl _
£ o000k 00 | f-B6-OF1 2= apnuauadoig-
X 00r | Dov | 0005 | 9ov | Foesce
¥ 0ZZ_ 0008 E-62-G0L [BunLE oUEyE| Pl AI]
® wdy | 90¥ B-pL-LS0EL apydsoyd wmssubepy
] wdy | 99% o-¥3-E0BL BpILeIp WnBalbeyy
0ol I FSE-6ERL [rapamod] wnigsubew]
¥ vdvy | 9o E-ZEbELOT UL Wnign
® Wdv_| 9% r68-T8LL BPILE LTI
X EoaL Wno 1-0L-PEEQY [Surs (ool Z S0 L] T BUsIMe
X BOOE WNo BROPELOP [BUTSIECI O AUACIONZ 515 7 ausImE]
X BooL Wno ESCLFS _E_Eeu_r_uﬁ,:senf?mw | BHEME
¥ 0Oy | 20w | 000C | 90y | 0-pF-ChZSL [mEeupIcsaIon UL pER SleUydi]s pea
S DOF | DoV | 000S | Dov |eorrorck @p[ze pEs |
X 600 WND BZTrild apuonp _EE%EEEEP_V__
BpUo
X zZ _ jo00E g-00-86FL _ ooucydsoydpidados|
% 0000k | 004 | O0-kE-Gd [ElilEtEdold-z] ausLIgfdodos||
[1siza Ppefipsw
¥ coo'sk | 00 | eEZ-8O0L -} ‘prog sipuejyzouogen) FyBULIDCIONYD Pooudos|
X QoooLy 0oL GHZ-54 1-0uo|yo-7 "auedold] SpUBYD _._En.mﬂ_..
. AL £
z g
HAHHHEBE
i T m £ g 1255 § |3% M #(sv2)
% g mu B 5% K sainieg wihuous lioo!
7 m = m 5 m 32 .m m_ 3 Pesqy JS8I8JU| JO SENWEYT
z g as m W eopwey
$151°| E|8|"sE| g (38 ¢
# E #
L wbeoqes I pEEOON |

, I8as0ju| jo S[EI|WeYD SHA — LT HEd 03 i X|pueddy



Page 24

5l ! FTE-968E B8R0y |FS0IN
i oo 190w | 000's | ©o0v | 8rBE-9506 UHEISCIIN
% oor | oov GZEGL EREENEET
W 00F | ©20v | 0005 | 20v | #0.-52E5L [Repan Sjequexay [Opiaep BlUUELCHN
W ooF | ©0v | 000% | 90w | 0-Eorgg sUlsofboN
Gl ERE LELvPS0L apoop] ueboyN
[epLojy=a:psy GRS
A [ 18659 aunueiawfyeacp-2)sgl] pusnw usBomy
¥ oor | 20w | ooo's | 20w | o-0:-+008 BECNFESCIN
W oo | 9ov | 000 | 90¥ | L-ZL-8tET [CZELOZU=q0lIN-5]
X 0oL | 9ov E-5686 auszuqeaN]
§L |cgc Joo0oL| o0F [6Erz0L0k TCNT @pie URBORINI] apixo oulN|
X ooF  |ooes |ooosk | oo | oiE-LE8l
[ I
BooL Wna B6a-BLGES | LU AEol A Lecio)ys-z 15/,
BooL wno Z-08-505 [epuyrs(feasiia-z)sig]

Wdy | ooy 0000k 00 | o8G5 |
ooo'oe f ook § oAbkl
EREEET
2¢  |oog 86945 _ apgeucydsoudiiyiap
Wdy | D0Y R EE S P LT LI
Wd7 | boY VoGl DRI EE L]
L [ 0-00-€68 BUE| 00U Ep
ooooL ) oot | s-6eve SuILE e |

00002 ) 00 | 6F9-955 epeueizony Ayl

002 [00SEjo000L] o0 LEGPL

X 0000k ] 00’k | 6EEFE0 apewefoos! |AysN]
¥ ooo'sy ] ool | #vE-09 auzespiy (fyep]
5| £ | § ;
W =3
{HERIHR I
\ 0| 2 M m. : m. m_ H__,w:_.__wh ioo)
Ly g 5 wifuouk
R R P
: HHEEIEA R R R
: RIS E
g abEjoqes WouL oses|oy

_1selaju] Jo s{E3|WeyD SHA - 'L HEd 01 ¥ X|pueddy



Page 25

X wdy |92y £-08-rLEl SpnaEyad sruoydentd]
F vy | 90y B-£L-8E00) spo|seyuad ﬁE.._Ea_._ﬂ__
X wdy | 90v L-BErGELL spiIlUcIqejUad shueydsal
W X ¥ | wdy 92w ] 022 Jooos) ooo's | 00°L |e-ie8-SE00L [apnciy faoydsoud]] BEUICIYAXD m;a.._nmo_._a_
¥ oo | 2oy OrFLEELL SMUoYOSOY
W P gl oo Jooook | ool | Z-is-eoes auydsolH)
| NI
¥ ¥ 5l Ao 008 | 001 | GG Hueqien] 5o [BpUCIYMD SuDGQIED] ausfisold
L4 Wdv ] B0y G-EL-86 SUEFEICIYDRNIE S
" X O0F | 90w | 0006 | oW | Gkbad TSEnUENa] Ol seUad] Ni3d
¥ ot |1992 SPE-9L9L | apLon|j Fuajyed
[~ouoiyal
X 0o0'oL | 00'L | E-ZFPES ‘apuoy? [usynssusap] UEp R BLI0IC|yoIad
" opoorf oor | orlzed [pioe oxousdsuey;g PploE SpaoRtad
W % o [oov ] 0005 | 90y | 6-EC-9908 ajliojLzd
X oo0'or | ook | E0T-iZ8 -[Z] susjuag-
% oo0'or | o0l | &-vO-Brd q3] suailed-
% ooooL | ool | o-ies0L BUBUE -|
% aot'ol | o0l | oresaol aueilag
S o000l ) ool | s-08b0S BUBIDEISS-E L
X gl 600 LLrE8dL Spionyip uabog
[8ppol
X 000’0k | 00k | i-GE-vi08 | NS yw aunpaw ‘pioe sungng]] (pioe ourying Bujwing) wnsig
¥ Wdy | 9oV G-H5-ERZS BUESCIDIYOIIo0
X % 00F [ 90v | 000'S | ©90% |E-lE-CLEL [ E)
F % oo | 90v | 000 | 0% |I-i-40045 SR
x wdy |20y G+0-ckl -E__m_u.la_ﬁ_____xinm_uﬂ_
b4 WY | 9OY O-Lo-ERED TR |
e ¥ ook [S9ov | 0006 | ©2% | 6rS2E6 SuD|oZELoIN|
2 =l € I
HRRHERIEHH B
£ i
] w ML W m g w 5 m. m 3| § | #ev
m _ rE| m 3 g .m dl 8 |F soIn0S whuoufg tod)
1E m m m AEERE 3 3 ensqy 180003U] JO S{EDWOYD)
g g - m m z £ |ejwey
: 187 8|8 |°s§| 8|88 2
E w S ¥
anes| QUNoeg sBeoqes WL ese9iey

, 18010JU| JO S|¥SIWOYD SHA — 'LZ Hed 0} ¥ X|pusddy



Page 26

T D L-BLEBLL BPUCNENDY Whilses
[=jepucnyoucydscydiiyaw
BooL Wno B¥iL0L iidoudasi-ol| _uueg|
X X oor [oov [ ooo's [ oov | FeeLil salnpal ¥H PUE X0y
X X or | oov | ooos | 9ov | reeiil | ML el wau
[avoudsoydiiyew
BOaL WNo g-1 1-968.¢ | Vupeouweyidosdossp-z-0-/An3-0)
DODOL | 00F | i66WL [euAdaig-iT
BoY L5 Lkl
BO0L WND Z-¥l-063
T
zZ |oooe B-LO-F252 soppousydseydiidold
ooo'oL | 0oL 85554 [Fifyew-z suipliy S| W|sUsiidord
X T I 69554 [-faw BuBsxg SpiX0 sUsidoid
X 0000k | 00k | L-l0-GkL [auadaig-} susyfdold
¥ poo'ok | 00k | Siss0l | Dersaifdod ‘poe spuoysuogien] BeLLCyoIoiyD [fidoug
ooooL | ook | o-ZL-£0L [Raupusuedoly a[laucdold
X o00'0s | ook GHEFL __ sUEdClg
X DOOOL | 00k | O-BrEor [Busipedala-z |
GRL S L0402
X 00 | oov LFErZeil
% oor_ | eov LBl .
X r | oov I SEQIU Whigseod
Rl B-05-L51 up=ﬂ|_u WnrEsend
X por | oov 60~} LBE FIEIGIYD WNISSEInd|
o000k | ook | +e8-OLL supHadld]
X oor | 20v | ooo's | ©ov | L-e8-9s5 _-_.___..___._m_.mu.___zh allidd
o0v | or [ere Jooose| ool | Z-ZL-6LaL BPLOJH) STUoYds0Yd
el elililel ol T el Tl |
W i Pl m g Wmm £ m. # (s¥D)
2 m 2l g 533 2 T oo|AIeg whvoufsg lioa)
3 m ) 253 2§ ey 186400U) O SEOWAYD
g m m. W ESE s Feaquwey2
§ ilf “sE| 3|8 g
s E; ¥
LD ebejoqes | WeuL PEEReY

, Iseuequ| jo s[esjwey) SHA — LT Hed ) ¥ X|pueddy



Page 27

[puazegajfuenDouilESaU
¥ X por | ©ov | 000's | ©Iv | £-iZ-60) _ ifueng) EH;E_L
¥ poc'ol | oo’k | 8-l-60S [oqiuenay ‘suegay]l BUELRELOGILESS
X ¥ 00F  J S0 | 000G | ©0% fZ-Le-FLOES BU[UECIILESS h
X ooooL | o0k | 8l [-Firewens; aue)g] sUEpsIELLEsE L]
X ooooLf oor § o i-pigl Hipawens sueguwnid] DESIAEENE ]|
¥ 0onoL | o0’k ¥ L0k [-oionyene] ,!_!.nmr mﬁ%u:rﬁi
o Sl 80 F0g-cRt) SQCN[JEXHY WNUNgs ]
[meplusis-opiueiaydsoyd fgswp
X ook wna grhg-it -N'N-ui3-0] unge. |
% ¥dv | 90V SEE-bELL apuojya |lnyng
X 0000k | 00k | G-LL-SFFs SpHoL Jnyng |
X X S. Jeel | 008z | 00k | 0-0S-ERLL [--1) Trds] sppony mmyng SpUONYElIE} INYNS
X x 0os  joowe] 0005 | 0L | S60-SFFL SNOJCALUET 3PIXOD Jng
X Yoy | 90V FoL-F05T L BpiYdEoyd Whuons
¥ cl 80 E-Z5-E0RL sugns|
[mepucnycucydsoyd| fyew
X BooL Wno O o6 _aﬂu:ﬁ_.g_ UBWOS
X Wd¥ | ©0Y -GE-BL0ZL apiydsoqd wnipog|
X 0oF_§ 20y e LEGL SR LWNpos)
¥ ey | S0Y al-Clid [EHUOIEID Wnipog 2ns0IpAY Wnipog |
x Yd¥ | ©OY G-EE-EP| apiueia Wnipog
X oor | 90y BB0-GLLL BEI0[YD LWNIPOS
X 00w S0Y §-ZE 80002 apae E:.._uom_
x GF  Jo0'sk bLSERLL BplCnyEns) Uoolis)
X Ydy' | 20Y LFOrSe00L SEUCUIERZ) _._E__..m_
£ goool | oo’k § g-Eo-e0ss SUBIS
X BODL WND BHE-E85E E:mﬁlﬂ&;ﬁgﬂﬁ.mim-m.él pIEISTALINDS@S
=
Ll gl AR
m i w w Ak m m..m m. Mmm W mm, w. #8v2) w001
| = odjaieg [[43e]
m. m M m g 4 m w ¥ m_ z W pensqy wiuoufg 158IBIU| JO S[EAHWEYT
1k HHRE W 8 m £s w teosD
g il§ |3 z 88| 3
E. £ £
LR oBE0qvs WoUL oseeIy

, 18810JU| JO S[EDIWIOYD SHA — L2 Hed 01 ¥ Xjpueddy



Page 28

[T S-28-CALL aplonyexay uajsbun ]
X X oov | 000s | 20v |6SLELEFS T
x X S2% | 0005 | Do £-14-C8 _uc_..._._u_ﬂ._E___.__E
% % 90v | 000S | 20w | -Be-E8 (SN
X x 2% | 0005 | ©0v | E-FL-ZELF EEECE R
X ® ©2% | 0006 | ©0v Jail-01855 ENE T COEmp
X X oov | 000's | 90w | £-66-Z00 [ =R
X x a7y | 0008 | 20w | £-6l6EL BUOURICNCIUL
X X Dov | 000s | oov | s SUSZUBqOIOIOG I
X X oo | 0008 | 20w | 99821 FHOR NOZURBAIIL L
X x DIV | 000G | 9OY | 2-6L-B0SZ PiZE UCYMESUSZUSCMILE
A X o0 | 0005 | 80 =GE-66 Eou.._u.uuh___.____u_u._
Ed » £o¥ | noo's | 9ov | &-5c-909 P|OSIUBCUL L
X o 2% | 0005 | ©0v | L-2r25692 ETERETITT
a0'0g G5t LEL ajudsoyd __.E_nE_F
X W | 90V 0000 | 00k | wii-gi [-Fuedmcaoyys sueps]| BUE|IS0ICIUa| L IBWY L
X poo'oL § 00l E05-5. [-Apewnp-y N “sujLeuRyen] BULLETIeL
X pos Jseeafooc’ol | oo | 6BE-EL [osonjuiolos ade BUBIALIE0UGILI0ICNGL |
o | €69 G-2E-¥SE SPUCIYD [REDBconiil L
DZE_ §00'08 L-ES-ZZL apydsoyd pggeu ]
X 0ZZ _Joo'0s B-6E-LED SOUGIYICIPAL SUILIETIURIELL
X 0zz_ Joo'os S 1470k Hﬂg
Wdv | Bow ooc'oL | oo |zZ-gi-czoDL | SR SUEySaIONPIL)
[ £0v | 0005 | ©90% Jo-gl-ELila |EEEED ¥adio ]
o 190y | o00's | oov | 2-08-BLL |Buan|ayoupuL AML
Ydv | 00v G SEEL] 008Z | O0°F ] O-St-055. [=(f= 1) (P20 L) BpU0)Y2 winpUEy BpUCIYIRgE) E:_E__E
Wy | 20V LE0ELLL _ N H EEE LT
ZE 00e 2-8=LLL [2pyne AYisi=oIpAL-Z s joakympoI L
b 00F | 92v | 0005 | ©0v | &F6-88F Eoﬂm..b-E
. 5| B |5 5
) gl § (€% §
AFHHHE s[548 5 [2%] 3
- -
3 w Tl m. g 2|8 |is53 w H m. #(svo) __
; a3jAeg ool
H g m ? m iz : 5 | weasay wihuouds ysae1L| JO sjENGYD
m ARE m 2 w m reojweyy
ﬂ- - -]
il5|°| E|5|°sE| 5|38 ¢
i EXI I 2
oBejoqes usyl 85884

, 180J8jU| JO s{eWeYD SHA - LT Hed o} i Xipusddy



Page 29

: ! uodEapn
SI0SIN0BIY BNE BnEoidxT pesmoudilSanEOIdNT = 40T1dXT 10aNT SSEW JO SUCAESAL = SNAN SISEINDEI SUCERA |BNWAUDS
BBy = n_a_“____-._m__..._._._u JUNDILNY PERIEIE|d V = WdY [BPEID) [EISUeWwon v = 0y Buiueaw Buma)ioy syi sey xipusdde s U pesn sufuceoe Byl |

Bnss]|

£
3

Hay L asea|ay

X vdy | 9av l gLl [agiuaigp ou C L |
[mieipovoydscyd uyew
X BooL wno gae-zaL0s | Huecuefdoudospp-z-g-An3-0] — ﬂ
X wdv | 9ov SPE-GL _ 150L0[ZNL
Ed ooooL | 00k | I-RE-GE | lrouonyip-y ) "susli3 #pLony mEBﬁ___._.
X CO00L | ook | #sEss -CUO|YHP- | ) RS SPUOIYS SUBPIALLA
¥ ooooL | 0o [ s-5Z-i0k [-AxouiaW susil Jaue AL JAULA
ooooL | 00L | s-E0rEL Touony suegg ETLOT
¢ DOOOL | DOt | Z2660L [-Royis "suagg IEEILTEILT
X ooo0L | 00k | #bOeSL [-ouojys "susyiy BOLOI (UL
m poo'or | oot | vie-EE9 [auf-g-uaing-L SUB|AJE0E |RUIA|
X poo'oe § 00’ | 50801 [asa (fusyie prae di EN G EEEELT
| 2 | & E
e g = 3
(R HHEE
=
1HARL 1|5
I W e b m m Mm m_ m 2 #(8v2l
= P ool
W m : HE g 2 Jrneqy wihuouds Jsalequ) Jo S{EXWSYD
3 8
2 m m mq W W .m w |eanweys
=
g JLINELIE HE LR

_yseI}u] JO sjea|LIey) SHA ~ 'LZ Hed 0} ¥ X|pueddy



